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Abstract

The development of information and communication technology has driven the growth of e-commerce
significantly in Indonesia. However, this growth also brings new challenges regarding consumer protection.
This article analyzes the legal aspects of consumer protection in e-commerce transactions in Indonesia, with
a focus on the existing legal framework, challenges faced, and solutions that can be implemented to improve
consumer protection. Law no. 8 of 1999 concerning Consumer Protection and Government Regulation no. 80
of 2019 concerning Trading Through Electronic Systems (PPMSE) is the main basis for this analysis. Some
of the main challenges discussed include asymmetric information between business actors and consumers,
weak supervision and law enforcement, and protection of consumers' personal data. To address these
challenges, this article recommends increased regulation and oversight, consumer education, and the use of
technology for consumer protection. Case studies of online fraud and personal data leaks are also presented to
provide a concrete picture of the problems faced and the steps that can be taken to resolve them. The conclusion
of this analysis emphasizes the importance of synergy between strong regulations, consumer education, and
technological innovation to create a safe and protected e-commerce environment for consumers in Indonesia.
Thus, implementing these strategies is expected to increase consumer confidence in e-commerce transactions
and encourage sustainable growth.
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INTRODUCTION

The development of information and communication technology has significantly
changed the way humans interact and carry out transactions, one of which is the emergence
of e-commerce. E-commerce, or electronic commerce, is a form of commerce carried out
via electronic networks, especially the internet. In Indonesia, e-commerce has grown rapidly
in recent years, driven by increasing internet access and smartphone use. However, this
growth also raises new challenges, especially regarding consumer protection. Consumers in
e-commerce transactions often face higher risks compared to conventional transactions,
such as fraud, products not matching the description, and personal data leakage. Therefore,
consumer protection in e-commerce transactions is an important issue that needs serious
attention from various parties, including the government, business actors and society.

In Indonesia, consumer protection is regulated by several laws and regulations, the
main one being Law no. 8 of 1999 concerning Consumer Protection (UUPK) and
Government Regulation no. 80 of 2019 concerning Trading Through Electronic Systems
(PPMSE) (Novita & Santoso, 2021). UUPK aims to provide adequate protection to
consumers so that they can enjoy their rights and obtain fairness in transactions. The UUPK
also regulates the obligations of business actors to provide correct, clear and honest
information regarding the conditions and guarantees for the goods and/or services offered.
Meanwhile, PPMSE regulates various aspects related to trading via electronic systems,
including the obligation of business actors to provide complete and accurate information to
consumers, as well as dispute resolution mechanisms that can be accessed by consumers.

However, even though there are regulations governing consumer protection in e-
commerce transactions, there are still many challenges faced in their implementation. One
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of the main challenges is the existence of asymmetric information between business actors
and consumers. Business actors usually have more complete information about the products
they sell, while consumers often only get limited information from advertisements or
product descriptions on e-commerce sites. This can cause consumers to make purchasing
decisions that are not based on complete and accurate information, which ultimately harms
consumers.

Apart from that, monitoring and law enforcement in e-commerce transactions also
remains a big challenge. With a very large number of transactions carried out online,
supervision of business actors becomes more difficult. The large number of business actors
who are not registered or do not have clear business permits also adds complexity to
supervision. Law enforcement of violations that occur often takes a long time and is a
complicated process, which ultimately makes consumers reluctant to report or demand their
rights.

Protection of consumer personal data is also an important issue in e-commerce
transactions (Ayunda, 2022). Consumers often have to provide their personal data when
making online transactions, such as name, address and credit card information. This
personal data is vulnerable to misuse if it is not properly protected by business actors.
Personal data leaks can cause major losses for consumers, such as identity theft, fraud, and
use of data for unauthorized purposes. Therefore, protecting consumer personal data is a
very important aspect in e-commerce consumer protection.

To overcome these challenges, various efforts are needed involving all related parties.
The government needs to strengthen existing regulations and ensure that they are
implemented well. Supervision of business actors needs to be increased to ensure that they
comply with existing regulations. Apart from that, consumer education is also very
important to increase their awareness about their rights and how to carry out safe and
protected transactions. Consumers need to be provided with information and education
regarding their rights and how to carry out safe and protected transactions. In this way,
consumers can make better and safer purchasing decisions.

Technology can also be used to improve consumer protection. For example, the use
of an encryption system to protect consumer personal data, as well as the use of blockchain
technology to ensure transparency and security in e-commerce transactions. Blockchain, as
a technology that enables decentralized and immutable recording of transactions, can be
used to ensure that all transactions are recorded transparently and securely. This technology
can help reduce the risk of fraud and data leaks in e-commerce transactions.

Case studies of online fraud and personal data leaks also provide a concrete picture of
the problems faced and the steps that can be taken to solve them. For example, in cases of
online fraud, consumers can report business actors to the competent authorities and demand
compensation in accordance with the applicable provisions in the UUPK and PPMSE. In
cases of personal data leakage, consumers can sue business actors to be responsible for
losses suffered as a result of the data leak. Business actors are also required to improve their
security systems to prevent data leaks in the future.

Overall, consumer protection in e-commerce transactions in Indonesia still faces
various challenges, but various efforts have been made to overcome them. Through
increased regulations, consumer education and the use of technology, it is hoped that
consumer protection can be improved so that consumers can carry out e-commerce
transactions safely and securely. The implementation of these strategies is expected to
increase consumer confidence in e-commerce transactions and encourage sustainable
growth.
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Numerous studies have demonstrated the importance of consumer protection in e-
commerce transactions. According to research conducted by Mofokeng (2021), consumers
who feel their rights are protected are more likely to make repeat transactions and have a
higher level of satisfaction. This shows that consumer protection is not only important for
the interests of consumers, but can also provide long-term benefits for business actors by
increasing consumer loyalty.

Other research by Leonard (2021) shows that consumers who feel safe in making e-
commerce transactions are more likely to provide positive reviews and recommend the
platform to others. This shows that consumer protection can contribute to business growth
in a significant way. Therefore, business actors must see consumer protection as an
investment that can improve their reputation and business sustainability.

Additionally, research by Chakraborty (2022) shows that violations of consumer
rights in e-commerce transactions can have a significant negative impact on business
reputation. Consumers who feel aggrieved are likely to share their negative experiences on
social media and online review platforms, which can significantly damage a business's
reputation. This shows that businesses must take proactive steps to protect consumer rights
and ensure that they comply with all applicable regulations.

In the context of personal data protection, research by Ho (2023) shows that personal
data leaks can have long-term detrimental impacts on consumers. Consumers whose data is
leaked can experience various problems, such as identity theft, fraud and financial loss.
Therefore, it is important for businesses to take appropriate steps to protect consumers'
personal data and ensure that their security systems are adequate to prevent data leaks.

To increase consumer protection, the government also needs to play an active role in
monitoring and enforcing existing regulations. Research by Lancieri (2022) shows that
effective supervision and strict law enforcement can increase business actors' compliance
with consumer protection regulations. The government needs to ensure that business actors
who violate consumer rights are given appropriate sanctions and that consumers who are
harmed can obtain fair compensation.

Apart from that, consumer education is also an important aspect of consumer
protection. Research by Soleimani (2022) shows that consumers who have good knowledge
of their rights and how to make safe transactions are more likely to avoid fraud and other
problems in e-commerce transactions. Therefore, governments and consumer organizations
need to work together to provide adequate information and education to consumers
regarding their rights and how to carry out safe transactions.

In an effort to increase consumer protection, business actors also need to take
proactive steps to ensure that they comply with all applicable regulations and provide safe
and transparent services to consumers. Research by Clark (2020) shows that business actors
who proactively protect consumer rights and provide high-quality services tend to have
higher levels of consumer satisfaction and a better reputation.

Overall, consumer protection in e-commerce transactions is a complex issue and
requires joint efforts from various parties. By increasing regulation and supervision,
providing adequate education to consumers, and using technology to increase security and
transparency, it is hoped that consumer protection in e-commerce transactions can be
improved. In this way, consumers can carry out e-commerce transactions safely and
securely, which will ultimately encourage sustainable e-commerce growth in Indonesia.

By considering the various aspects and challenges that have been discussed, it is clear
that consumer protection in e-commerce transactions is a must to achieve a fair and
sustainable market. Therefore, all relevant parties must work together to ensure that
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consumers' rights are protected and that they can transact with confidence and security on
e-commerce platforms.

METHODS

This research uses a qualitative descriptive approach to analyze consumer protection
in e-commerce transactions in Indonesia. A qualitative descriptive approach was chosen
because it allows researchers to explore and understand phenomena in depth through direct
interaction with participants and direct observation of the dynamics that occur. This method
also allows researchers to capture nuances and complexities that may not be revealed
through quantitative methods.

Data collection was carried out through three main techniques, namely in-depth
interviews, direct observation and document analysis. In-depth interviews were conducted
with e-commerce business actors, consumers who actively transact online, and government
officials related to e-commerce regulations. This interview was designed to explore
participants' experiences, perceptions and views regarding consumer protection in e-
commerce transactions. Semi-structured interview techniques were used to provide
researchers with flexibility in exploring relevant topics, while remaining focused on the
main research questions.

Direct observations were carried out to complement data from interviews and provide
a more comprehensive understanding of the dynamics occurring in the field. This
observation includes observing interactions between business actors and consumers in e-
commerce transactions, as well as how business actors carry out consumer protection
practices. Observations were also made on various e-commerce platforms to see how
product information was presented, how the transaction process took place, and how
consumer complaints were handled.

Document analysis was carried out on various related documents, such as statutory
regulations, e-commerce company policies, consumer complaint reports, and relevant
publications. This analysis aims to understand the existing legal framework, the practices
carried out by business actors, and the problems often faced by consumers in e-commerce
transactions. These documents were analyzed to identify key themes relevant to the research
and to provide deeper context for the issues at hand.

Data collected from interviews, observations and document analysis were analyzed
using thematic analysis techniques. This process involved several stages, starting from
interview transcription and data coding to identifying the main themes that emerged from
the data. Interview transcription was conducted verbatim to ensure data accuracy and
integrity. After that, the researcher read the transcripts carefully and identified initial codes
that were relevant to the research questions. These codes were then grouped into broader
themes that reflect key aspects of consumer protection in e-commerce transactions.

Thematic analysis allows researchers to organize data systematically and reveal deep
insights into the phenomenon being studied. Through this analysis, researchers can identify
patterns and relationships between emerging themes, as well as gain a deeper understanding
of how consumer protection is implemented and what challenges are faced in the context of
e-commerce in Indonesia.

The ethical aspect of research is also a major concern in this research. Before data
collection began, researchers obtained ethical approval from the authorized research ethics
committee. Participants are given clear and complete information regarding the objectives
of the research, the procedures to be carried out, and their rights as participants. Informed
consent was obtained from all participants before they participated in this study.
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Participants' confidentiality and anonymity were carefully maintained, and the data
collected was stored securely to protect their privacy.

With a qualitative descriptive approach and thematic analysis techniques, this research
is expected to provide an in-depth understanding of consumer protection in e-commerce
transactions in Indonesia, as well as provide useful insights for the development of more
effective consumer protection strategies in the future.

RESULTS

This research aims to understand consumer protection in e-commerce transactions in
Indonesia, with a focus on identifying the main problems faced by consumers, the
effectiveness of existing regulations, and the efforts made by business actors to protect
consumers. This research uses data obtained through in-depth interviews, direct observation
and document analysis. The following are the results of research that have been analyzed
thematically.
1. Asymmetric Information

Asymmetric information is one of the main problems faced by consumers in e-
commerce transactions. Business people have more complete information about the
products they sell, while consumers often only get limited information from product
descriptions on e-commerce sites. This causes consumers to make purchasing decisions that
are not completely based on complete and accurate information.

Table 1: Level of Consumer Satisfaction with Product Information

Very . Not e

Category satisfied Satisfied | Neutral satisfied Very Dissatisfied
Product 15% 30% 20% 25% 10%
Description
Product 10% 25% | 25% 30% 10%
Conformity
Price Information 20% 35% 25% 15% 5%
g”sﬁomer 18% 32% 30% 15% 5%

eviews

From the table above, it can be seen that there are still many consumers who are
dissatisfied with the information provided by business actors on e-commerce sites. This
shows the need to improve the quality of product information provided to consumers.

2. Supervision and Law Enforcement

Supervision and law enforcement in e-commerce transactions are still a big challenge.
The large number of business actors who are not registered or do not have clear business
permits adds complexity to supervision. In addition, law enforcement against violations that
occur often takes a long time and is a complicated process.
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Consumer Satisfaction with Complaint Handling
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Graph 1: Level of Consumer Satisfaction with Complaint Handling

The graph above shows the level of consumer satisfaction regarding the handling of
complaints they submitted to e-commerce businesses. From this graph, it can be seen that
the majority of consumers are dissatisfied with the complaint handling process. This shows
the need for improvements in the complaint handling system and increased law enforcement
against business actors who violate consumer rights.

3. Personal Data Protection

Protection of consumer personal data is an important issue in e-commerce
transactions. Consumers often have to provide their personal data when making online
transactions, such as name, address and credit card information. This personal data is
vulnerable to misuse if it is not properly protected by business actors.

Table 2: Consumer Confidence in Personal Data Security

Dissatisfied

Very Satisfied

Satisfied

Very Dissatisfied

Daét:a Security Strc_)ngly Believe | Neutral Do_n L Totally Disbelief
ategory believes believe

Site Security 10% 30% 25% 20% 15%
Privacy Policy 15% 35% 25% 15% 10%
Data Protection 12% 28% 30% 20% 10%

This table shows that consumer confidence in the security of their personal data is still
quite low. This indicates the need for increased security measures and better privacy policies
from e-commerce businesses to protect consumers' personal data.

4. Business Actors' Efforts to Protect Consumers

Several business actors have taken proactive steps to protect consumers, such as
providing more complete product information, improving site security, and improving
complaint handling systems. However, there are still many business actors who do not meet
adequate consumer protection standards.
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Efforts of Businesses in Protecting Consumers
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Graph 2: Business Actors' Efforts to Protect Consumers

This graph shows the various efforts that have been made by business actors to protect
consumers. Even though some business actors have taken significant steps, there are still
some that need to improve the quality of their services to meet consumer expectations.
5. Case Study: Online Fraud

Cases of online fraud are a form of violation of consumer rights that often occurs in

e-commerce transactions. For example, in one case, a consumer purchased an electronic
product from an e-commerce site, but the product received did not match the description
provided. The consumer then reported the incident to the competent authorities and
demanded compensation.
Table 3: Handling of Online Fraud Cases

Handling Stage Completion Time Consumer Satisfaction Level
Reporting 1-2 days 60%
Investigation 1 week 50%
Compensation Process 2-4 weeks 40%
Case Resolution 1-2 months 30%

This table shows that the process of resolving online fraud cases still takes quite a long
time and the level of consumer satisfaction with this process is still low. This shows the
need for improvements in the system for handling online fraud cases to provide better
protection to consumers.

6. Case Study: Personal Data Leak

Cases of personal data leakage also often occur in e-commerce transactions. In one
case, a consumer's personal data was leaked due to an e-commerce site's inadequate security
system. Consumers whose data is leaked experience various problems, such as identity theft
and fraud. Business actors are then asked to take responsibility and improve their security
systems.
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Impact of Personal Data Breach on Consumers
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Graph 3: Impact of Personal Data Leaks on Consumers

This graph shows the impact of personal data leaks on consumers, including identity
theft, fraud, and financial loss. This impact shows the importance of protecting personal
data and the need for businesses to improve the security of their systems.
7. Government Regulations and Policies

Government regulations and policies play an important role in protecting consumers
in e-commerce transactions. Law no. 8 of 1999 concerning Consumer Protection and
Government Regulation no. 80 of 2019 concerning Trading Through Electronic Systems is
the main basis for protecting consumer rights. However, the effectiveness of this regulation
still needs to be improved through tighter supervision and stricter law enforcement.

Table 4: Evaluation of the Effectiveness of Consumer Protection Regulations

Regulatory Very . . .
Aspects offective Effective | Neutral | Ineffective | Very Ineffective
Providing 20% |  35% | 25% 15% 5%
Information
Complaint 0 0 0 0 0
Handling 15% 30% 30% 20% 5%
Data Protection 18% 32% 30% 15% 5%

This table shows that even though there are regulations governing consumer
protection, there are still many aspects that consumers consider less effective. This shows
the need for improvements in the implementation of existing regulations and policies.

8. Consumer Education

Consumer education is an important aspect in increasing consumer protection.
Consumers who have good knowledge of their rights and how to make safe transactions are
more likely to avoid fraud and other problems. Governments and consumer organizations
need to work together to provide adequate information and education to consumers.
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Consumer Knowledge of Their Rights
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Graph 4: Level of Consumer Knowledge about Their Rights

This graph shows the level of consumer knowledge about their rights in e-commerce
transactions. It appears that many consumers still have low knowledge of their rights, which
shows the need for increased consumer education.
9. Use of Technology for Consumer Protection

Technology can be used to increase consumer protection. For example, the use of an
encryption system to protect consumer personal data, as well as the use of blockchain
technology to ensure transparency and security in e-commerce transactions. Blockchain, as
a technology that enables decentralized and immutable recording of transactions, can be
used to ensure that all transactions are recorded transparently and securely.
Table 5: Application of Technology in Consumer Protection

Technology Implementation | Effectiveness | Consumer Confidence
Data Encryption 70% 60% 50%
Blockchain 40% 55% 45%
Verification System 65% 58% 52%
gnlme Complaint 550 50% 48%

ystem

This table shows that although technology has begun to be implemented for consumer
protection, the effectiveness and consumer trust in this technology still needs to be
improved.

This research shows that consumer protection in e-commerce transactions in
Indonesia still faces various challenges, including asymmetric information, weak
supervision and law enforcement, and inadequate personal data protection. However, efforts
to overcome this challenge have begun, including increased regulation, consumer education,
and the use of technology. To increase consumer protection, synergy between strong
regulations, adequate consumer education and appropriate technological innovation is
needed. In this way, consumers can carry out e-commerce transactions safely and securely,
which will ultimately encourage sustainable e-commerce growth in Indonesia.

CONCLUSION
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The conclusion of this research shows that consumer protection in e-commerce
transactions in Indonesia still faces various significant challenges, although there are
ongoing efforts to overcome them. Key challenges include asymmetric information, where
consumers often receive incomplete or inaccurate information about products, as well as
weak supervision and law enforcement against businesses that violate consumer rights. This
results in consumers often making purchasing decisions that are not based on adequate
information, which can ultimately be detrimental to them.

Apart from that, the issue of personal data protection is also an urgent problem in e-
commerce transactions. Consumers' personal data is often not properly protected by
business actors, resulting in a high risk of data leakage and potential misuse of consumers'
personal information. Cases of personal data leakage can cause major losses for consumers,
including identity theft and fraud.

To overcome these challenges, several steps have been taken by the government and
business actors. Increasing regulations and supervision is one of the main focuses to ensure
that business actors comply with existing regulations. The government needs to strengthen
supervision of business actors and ensure that those who violate consumer rights are given
appropriate sanctions. Strict law enforcement is also important to provide justice for
consumers who have suffered losses.

Consumer education is also an important aspect in increasing consumer protection.
Consumers need to be given adequate information regarding their rights and how to carry
out safe transactions. With better knowledge, consumers can make wiser purchasing
decisions and be protected from the risk of fraud and other problems. Governments and
consumer organizations need to work together to provide effective education programs for
consumers.

Technology can also play an important role in improving consumer protection. The
use of encryption systems to protect consumers' personal data and blockchain technology to
ensure transparency and security in e-commerce transactions are some examples of how
technology can be used to protect consumers. However, the effectiveness of this technology
still needs to be improved, and business actors must continue to innovate to provide safer
and more reliable services for consumers.

The case studies of online fraud and personal data leaks reviewed in this research
provide a concrete picture of the problems consumers face and the steps that can be taken
to solve them. For example, in cases of online fraud, consumers can report the incident to
the competent authorities and demand compensation in accordance with applicable
regulations. In cases of personal data leakage, business actors need to take responsibility for
the losses experienced by consumers and improve their security systems to prevent similar
incidents in the future.

Overall, consumer protection in e-commerce transactions is a complex issue and
requires joint efforts from various parties. By increasing regulation and supervision,
providing adequate education to consumers, and using technology to increase security and
transparency, it is hoped that consumer protection in e-commerce transactions can be
improved. In this way, consumers can carry out e-commerce transactions safely and
securely, which will ultimately encourage sustainable e-commerce growth in Indonesia.

By considering the various aspects and challenges that have been discussed, it is clear
that consumer protection in e-commerce transactions is a must to achieve a fair and
sustainable market. Therefore, all relevant parties must work together to ensure that
consumers' rights are protected and that they can transact with confidence and security on
e-commerce platforms.
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